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1
Decision/action requested

This document proposes to add conclusion on KI #6.2 of TR 33.819.
2
References

NA
3
Rational
The solution #15 addresses all the requirements of key issue #6.2 on the CAG ID privacy protection. The solution #16 also use the NAS security mechanism to protect the CAG ID information.

For the other solution #11, DH is used here for CAG ID protection. The disadvantage would be that DH is not suggested considering the Quantum computation. And also, the effectiveness shall be considered also. Furthermore, MITM attack can be used by the attacker to find out the CAG ID.

For the solution #12, offline/online dictionary attack can be used by the attacker to find out the CAG ID. 

For the solution #13 and #14, SUCI similar mechanism is used here for CAG ID protection. Impact on UDM shall be carefully considered, such as a new DDoS on UDM, new parameter shall be defined on the UDM interface, etc. 
Considering above, the solution #15 and #16 is suggested for normative work.
4
Detailed proposal

***
BEGIN CHANGES
***

7.X
CAG ID Privacy
The normative work for key issue #6.4 should be based on solution #15 and #16.

***
END OF CHANGES
***
